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Implementing Children’s Rights Principles in the Internet  

Good afternoon everyone. Thank you for inviting Save the Children to this Workshop on Creating Child-

Friendly Cyberspace - Balancing right to access and child protection. David assigned me to discuss how 

we can implement children’s rights principles in the Internet.  

 

(Optional) Before I proceed, please allow me to give you a brief introduction about Save the Children: 

Save the Children is the world's leading independent organization for children. We are working 

in around 120 countries. In Southeast Asia, we are working in 9 countries including Singapore where our 

Asia Regional Office is located.  Our vision is a world in which every child attains the right to survival, 

protection, development and participation. We save children's lives; we fight for their rights; we help 

them fulfil their potential. We work to inspire breakthroughs in the way the world treats children and to 

achieve immediate and lasting change in their lives. We work with children, communities, civil society 

organizations, governments and the business sector to ensure children’s rights are met.  

 

I. Introduction 

The Internet has become an integral part of the lives of millions of people around the world over the 

past 20 years.  In 1995 less than 1% of the world’s population has internet connection. Today, around 

40% of the world’s 7 billion people have internet connection.1 

 

For millions of children and youth, the Internet together with mobile phones and similar devices are 

important gateways for social interaction, entertainment, to access information, to communicate and 

express their opinions on matters that affect their lives and their communities. Children are not simply 

passive recipients of information; they are also engaged participants and actors in the online world.  

 

The fundamental characteristics of the Internet are accessibility and openness. These characteristics also 

pose some of the greatest risks and potential harm to children’s safety and well-being – online and 

offline. Studies have shown that situations of online risk do not always result in harm, but when harm 

arises the impact on a child can be devastating.  Unsupervised internet access including mobile phones 

and similar devices, make children potentially vulnerable to violence, abuse and exploitation.  We all 

have heard stories of cyberbullying that triggered child victims to commit suicide.   

 

II. Children’s Rights and the Internet  

Creating a safe and empowering online environment for children requires an appropriate balance 

between ensuring children’s right to protection and their right to access information and freedom of 

expression. Governments, families, schools, civil society and the business sector have important 

responsibilities and obligations to implement children’s rights principles in the Internet. Children’s views 

should be given due consideration in this process. 
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 States’ accountability to secure children’s online protection.  Governments have a leading 

responsibility in the protection of children in the internet.  It is critical to establish a firm legal 

foundation to prevent all forms of violence against children and a legal response to new and 

emerging challenges in cyberspace. Enactment of laws needs to be matched by effective 

enforcement.  Governments need to set a clear regulatory framework for corporate activities and to 

support businesses in meeting their responsibilities to safeguard children’s rights. Professionals 

working with and for children should benefit from capacity-building initiatives to gain skills and 

expertise on online risks children may face.  

 

Given the limited time, I would like to focus on what businesses can do to create a more child-friendly 

cyberspace. Save the Children, UNICEF and the UN Global compact developed the Children’s Rights and 

Business Principles, the first comprehensive set of principles to guide companies on the full range of 

actions corporates can take in the workplace, marketplace and community to respect and support 

children’s right.   

 

The International Telecommunication Union together with UNICEF revised its Guidelines for Industry on 

Child Protection Online, in line with the Children’s Rights and Business Principles and other guiding 

principles. The revised Guidelines for Industry on Child Protection Online focus on how industry can 

integrate child rights into policy and management; processes for handling child sexual abuse material; 

the establishment of safe and age-appropriate online environments; online safety education for 

children, parents and teachers; and promoting the positive use of ICTs 

There are five key areas where businesses can take actions to create a more child-friendly cyberspace, 

i.e., protect children’s safety in the Internet/ICT and promote their positive use of these technologies 

are:   

1. Integrating child rights considerations into all appropriate corporate policies and management 

processes.  

2. Developing standard processes to handle child sexual abuse material 

3. Creating a safer and age-appropriate online environment  

4. Educating children, parents and teachers about children’s safety and their responsible use of 

Internet  

5. Promoting digital technology as a mode for increasing civic engagement 

 

The specific details of these five areas which aim to balance between children’s right to protection and 

their right to access information and freedom of expression can be found in the Guidelines for Industry 

on Child Protection Online.  

Finally, to create a more child-friendly cyberspace balancing right to access and child protection, 

businesses in specific sectors must ensure that measures to protect children online are targeted and are 

not unduly restrictive, either for the child or other users. Businesses must give special attention to 

protecting the privacy of young users’ personal data, preserving their right to freedom of expression, 
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and putting systems in place to address violations of children’s rights when they occur. Where domestic 

laws are not consistent with international law, business has an opportunity – and the responsibility – to 

bring their business practices in line with those standards. 

Thank you for having me here.  

For Roundtable Discussions  

1. On the future child-related domains targeting children e.g. ".kids", ".baby:", ".school”, do we need 
to have special safeguard on such issue, is it needed to state the difference with the current 
interest with comprise of e.g. ".com" & ".org"?  

 
Yes, the Guidelines for Industry on Child Protection Online provide a checklist for internet service 
providers and content providers. Following are relevant to the question:  

 Have processes in place to immediately remove or block access to child sexual abuse materials 
including notice and takedown processes to remove illegal content as soon as it is identified. Ensure 
third parties with whom company has contractual relationship have similar notice and takedown 
processes in place.  
 

 Actively assess commercial content hosted on company servers, whether branded or contracted 
from third-party content providers on a regular basis.  

 

 Set up a reporting mechanism that offers clear information to give guidance on illegal content and 
conduct to be reported and clarify what materials cannot be attached with the report to avoid 
further distribution on the web. (note: cite actions taken by Digi Malaysia in partnership with PS the 
Children) 

 
2. On creating a child-friendly cyberspace, what can be contributed from different parties on 

achieving the goal, no limited to policy development, day to day domain operation and advocacy 
work?  
 

 Empowering children and young people. Online safety initiatives aimed at children, particularly 
adolescents, must recognize their crucial role in this process. Children master ICTs with ease, but 
they need skills and confidence. They also need to feel secure when they explore the borders of the 
digital universe and when they encounter issues of concern. Children need to develop their 
capacities as digital citizens and to learn solid values and life skills, including a strong sense of 
responsibility, respect and concern for others. Rather than curtailing children’s natural curiosity and 
sense of innovation for fear of encountering risks online, it is critical to tap into children’s 
resourcefulness and enhance their resilience while exploring the potential of the Internet. 
 

 Supporting parents and caregivers. Parents and caregivers themselves must therefore be supported 
to better understand the online environment, how children and young people navigate through 
cyberspace, the type of risks they might encounter, the harm that can potentially ensue and the 
most effective ways to avoid this harm and develop resilience among children and young people. 

 

 Capitalizing on the potential of schools. Schools have a unique potential to promote non-violent 
behavior and support change of attitudes condoning violence. Teachers and other school staff must 
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be aware of the steps to take should they discover that a child has encountered a negative online 
situation. Even where lack of education resources precludes access to technology, it is still important 
for staff to teach children about ICTs and support them in learning to be constructive, resourceful 
and respectful online citizens. 

 

 Joining efforts with civil society. NGOs and other civil society organizations play a central role in 
protecting children online and responding to harm when it arises.  They conduct awareness-raising 
campaigns, offer training and information, influence needed policy developments, provide support 
for child victims of violence and abuse, operate hotlines and helplines, and conduct much-needed 
research. Initiatives like make-IT-safe work to ensure the safety of children and young people online 
and in interactive technologies. This global campaign, led by ECPAT International and the Children’s 
Charities Coalition for Internet Safety, adopts the strategy of engaging both the corporate and 
government IT sectors to deliver legal, technological and social solutions and financial resources, 
while engaging in awareness-raising activities 

 

 Hardware manufacturers, operating system developers and app stores. Children today are 
accessing the Internet through an array of electronic devices, from laptops to tablets to cell phones 
and beyond. Hardware manufacturers can provide built-in technical mechanisms along with 
educational and empowerment activities in order to promote a safer online environment for 
children.  
 

Governments  
 
• Governments should ratify and effectively implement all relevant international child rights 

instruments, including the Convention on the Rights of the Child and its Optional Protocols on the 
sale of children, child prostitution and child pornography, and on a communications procedure. They 
should also pursue international cooperation to safeguard children’s right to freedom from violence. 
 

• Governments should pass comprehensive legislation to ban all forms of violence against children, 
supported by specific legislation relating to the online risks that children may encounter. Whenever 
possible, this legislation should be ‘technology neutral’, so that its applicability is not eroded by 
future technical developments. All relevant actors should be aware of this legislation and support its 
effective enforcement. 
 

• Effective, well-resourced and coherent national policies to prevent and address violence against 
children including online abuse are essential and must incorporate clear time-bound goals and 
responsibilities. These policies should support families in their crucial role, capitalize on the 
potential of schools, build upon strategic partnerships with civil society and the corporate sector, 
and explicitly recognize and address the situation of particularly vulnerable children. An effective 
monitoring and evaluation system should be put in place to assess the impact of these policies. 
 

• Safe and easily accessible child-sensitive counselling, reporting and complaint mechanisms, such as 
helplines, should be established by law and constitute core dimensions of the national child 
protection system, with appropriate links to child support services and law enforcement. 
Telecommunications companies should consider waiving costs for incoming calls to child helplines 
by means of toll-free numbers. 
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Government and Civil Society  

• Empowering all children, wherever they live, is critical to tap into their resourcefulness and enhance 
their resilience while exploring the potential of ICTs. Children’s views should be given due 
consideration in this process. Guided by ethical standards, children should be involved in research 
and development of advocacy and policy action to capitalize on the potential of ICTs and the 
Internet and to minimize and respond to risks associated with them. 

• All professionals working with and for children should have the knowledge to address the risks 
children face online, to recognize the signals that suggest a child may be a victim of online harm and 
the skills to take appropriate steps in response. Professionals working in related fields should be 
mandated to report online violence and abuse against children. 

 

Sources:  

International Telecommunication Union and United Nations Children’s Fund. Guidelines for Industry on Child 
Online Protection 2014 edition 

 
International Telecommunication Union (ITU), Guidelines for Children on Child Online Protection. 2009 
 
Office of the UN Special Representative of the Secretary-General on Violence against Children. Releasing 
children’s potential and minimizing risks ICTs, the Internet and Violence against Children. 2014 
 
Save the Children, UNICEF, The Global Compact.  The Children’s Rights and Business Principles. 2012 
 
Save the Children Sweden. How to Use the Children’s Rights and Business Principles: A Guide for Civil Society 
Organizations 2

nd
 Edition. 2014 
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